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An Application of Colored Finite Automata to Intrusion Detection Systems
Takumi FUIIMOTO, Yoshiaki TAKAHASHI

Abstract

In recent years, colored finite automata (CFA), an extension of finite automata, have been proposed,
and we are investigating their application to intrusion detection systems (IDS). By assigning “colors”
to states, CFAs enable more detailed and multi-layered input identification beyond the binary

accept/reject decisions of conventional automata. This research first implements an IDS utilizing these
CFA. Subsequently, we aim to evaluate its attack detection accuracy using experimental data and

demonstrate the usefulness of CFA-based IDS.
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